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Cile pri zavadéni IAM

Centralizace vSech uzivatelskych profili do adresarové
sluzby — LDAP
Jednotna webova sprava uzivatela a jejich
pristupovych prav

- decentralizovana (HR, manazefti / vedouci, administratofi)

— procesni (podporujici / vynucujici definované bezpecnostni

polltlky)

Okamzlta propagace Zmeén do vSech systemu

Jednorazove uzivatelskeé prihlaseni — Single Sign-On

Bezpecnostnl audit a reporting
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Internet Extranet Intranet

Oracle COREid
Federation

Oracle COREid
Access and Identity
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Oracle COREid & Applications
Provisioning Middleware Mic’osoﬂ Microsoft
Servers .n_G't

Oracle Internet
Directory nebo .
i Client / Server ovell.
Applications _
LDAPs
Oracle COREid Databases

Access and Identity SIEBEL.
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COREId Access & ldentity

Web Server
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Uzivatelské identity
pro autentizaci a
autorizaci
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Bezpeénostni

pres SSL LDAP politiky pro
adresarova autentizaci a
autorizaci
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CORElId Identity Workflow

L

Krok 1;: ——» Krok 22 —» Krok 3:
Uzivatel se Administrator IT schvali
registruje schvali zadost zadost

Flexibilni vicekrokové 3 o
workflow: 'H'

Pro kazdy proces lze Krok 1:
definovat specifické

WOI‘kflOW VytVOf‘l’ ucet

uzivatele

Krok 1: ———» Krok2: —— 3 Krok 3:

Uzivatel
zazada o
zménu role

Zavolani externi

aplikace Krok 4:

Smeérovani zadosti dle roli nebo 'nl
jinych atributa

Vlastnik
aplikace
schvali
zadost

Administrator

» Krok 2:
IT schvali

f

Vedouci Personalni
zménu odd. zménu
schvali schvali
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COREId Audit & Reporting

Vice nez 200
predpripravenych
reportu
— Statistiky pres
vsechny servery
* Dle uzivatele
= Dle zdroje IS

Aeznostdefinice

— Detailni pohledy_

Authentication Statistics

Date of creation 4

Access Server Identifier : AAA1
Authentication Success
f A

Total 12

Authentication Failure

me of Access Resource Accessed WebGate 1d User
1 1
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COREId Federation

Bezpecny mechanismus
pro sdileni identit v
ramci vice organizaci .

o ikt o M- I~
Podpora standardi '
SAML, WS-Federation,
= . [u) REVIEW
LI b e rty AI I I an Ce* Exclusive: Oblix’s Sh_a_reID 2 0 a first-rate authentication middleman

_V roce 2004 zvolen jako
—standard pro statnl
spravu v Us_—
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Podpora webovych sluzeb

Webova delegovana
administrace

.l

SOAP pies HTTP(s)

[
»

Adresarova sluzba

nebo databaze ) i XML-based
XML integraéni Web Services
server

Bl COREid IdentityXML

Sprava uzivateli a jejich identit

Sprava skupin a jejich identit, prifazovani do skupin
Spréava organizaéni struktury

Identity Management Workflow

Standardni WSDL/UDDI rozhrani

ORACLE
FUSION MIDDLEWARE




Prinosy Oracle IAM

Nejen technologie, ale | know-how
procesy, reporty
Neomezena delegovana administrace
centralniho uloziste
Ochrana investic — podpora soucasnych
systémﬁ
/_platformy, OS, databaze, LDAP servery, aplikacni
“Servery, apllkace

_,__H__f‘f_f'?lna podpora-WS a XML pro snadnou integraci
—produkti tietich stran
Podpora SmartCard, RSA SecurlD, atd.
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Bezpeénost? Oracle!

Bezpecnostni certifikaty — Databazove servery

Bezpecnostni kritérium Oracle Microsoft IBM DB2

TCSEC, level B1 0
TCSEC, level C2

ITSEC Levels E3/F-C2

ITSEC Levels E3/F-B1

Russian Criteria, levels Ill, 1V

| CC level EAL-4, 1SO 15408

" US FIPS-140, level 2
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Finanéni sluzby

Northern Trust
Washington Mutual
Penn Mutual

Chicago Board of Trade
Bank Lombard

AXA Financial

Charles Schwab

CUNA Mutual Group
Farmer’s Group
Maritime Life

Mass Mutual

Morgan Stanley Dean Witter
Old Mutual

Paine Webber

Thomas Weisel Partners
Wachovia

Volkswagen Credit

Vyroba a obchod

—»-Best Buy

» BlockbusSter

—> Burger King—-
-2 _Aventis

~>» General Motors
H“; —»>-BPaimler Chrysler

Technologie

Cisco Systems
Conexant

Corio

Dell Computer
Fujitsu Networks
Hitachi Computers
i2 Technologies
Intuit

Opsware (Loudcloud)
Symantec

Xircom

Transport a logistika

American Airlines
American President Lines
British Airways
Southwest Airlines

Fed Ex

CEMEX

Norsk Hydro

CP Ships

Farmacie

Pfizer
Kaiser Permanente
SSHA Canada

DATA

Vladni a statni instituce

US Postal Service
Federal Reserve Bank
Intelligence Community
Aerospace Corporation
SPAWAR — US Navy

Air Force Research Labs
UK Inland Revenue
Government of Belgium
State of Minnesota

State of New Jersey
State of North Carolina
State of New Mexico
CUNY

UCSB

Danish Immigration
NASA

Colorado Springs Utilities
Duke University
Stanford University

Telekomunikace

AT&T Wireless
MCI

Nokia
Telefonica
Tellabs
Allstream
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Informace a kontakt

http://otn.oracle.com

david.mateju@oracle.com
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